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1
Decision/action requested

It is proposed to approve this pCR to introduce evaluation to the solution 11
2
References

[1]
33.866
3
Rationale

Evaluation added to the solution which provides Authorization of NF Service Consumers to access data from ADRF via DCCF.
4
Detailed proposal

************** START OF CHANGES

6.11.3
Evaluation

The solution proposes authorization mechanisms in order to authorize a data consumer to request a service of data producer via DCCF, and to authorize DCCF and MFAF to request services on behalf of the data consumer. Further, the solution proposes mechanisms to enable ADRF to verify is a NF Service Consumer is authorized to access and receive the data which is already collected from the NF Service Producer and stored in the ADRF.  

The solution uses existing mechanisms of CCA and OAuth 2.0 as defined in TS 33.501, with  the enhancements in the access token request sent by the NF Service Consumer and the claims generated by the NRF, thereby ensuring minimal impact in the existing specifications, but still addressing and providing protection against the following threats :- 

1. Based on a request from a DCCF, the Messaging Framework may provide data from a producer to a requesting data consumer, even though the consumer is not authorized to receive this data.

2. Based on a request from a DCCF data received from a data producer is stored in the ADRF. When the data are later retrieved, the DCCF may provide the stored data to a non-authorized consumer if requested.

3. A DCCF could subscribe for data from the data source on behalf of the data consumer without the data consumer authorizing DCCF to do so.

The solution fulfills the requirements of the KI 1.3
************** END OF CHANGES

